One type of firewall design is a bastion host—a computer that is highly secured,
but very exposed to the Internet. This host must be in a secure location that an
attacker does not have physical access to it. The bastion will provide access to the
Internet and will allow authorized users to pass through to other parts of your
system. For example, if you have an automated ILL system, the bastion host will only
allow outside clients access to the public ILL files. Files that the ILL staff use to
process requests as well as non-ILL files are not accessible to unauthorized outsiders.
Generally user accounts are not allowed on the bastion host. The bastion host is a
simple machine that performs only a limited number of functions. When the bastion
host starts having a lot of questionable traffic, it sends an alert that your system is
under attack, but unauthorized users have not as yet gained access. When this
happens often you have to shut down the Internet until you can figure out what is
going on. The bastion host lets you know that there is a problem, but does not
interfere with the basic functions of your internal non-Internet systems.
Another type of firewall is a proxy system. A proxy server provides access to the
Internet for a large number of authorized users to access services such as NCLIVE and
serves a firewall to prevent unauthorized users from gaining access to restricted
resources such as Science Direct. One of the great advantages of a proxy server is that
the users think they are connected to the resource itself, when in point of fact they
are not. This system enables you to provide that extra level of security for your
systems. Proxy servers do have drawbacks. When a new service is introduced, you
have to develop a proxy routine to provide access, which can prove to be a trying
experience. Sometimes it is a good idea to have separate proxy servers for major
services. That way, if one server gets attacked, the others will remain safe. Many
vendors provide redundant backup service by maintaining access to multiple proxy
servers so that when one goes down, you are simply transferred to another, usually
without your prior knowledge.
Firewalls protect your computer and your files as well as your internal network
from attack. There are many different types of firewalls, and setting them up can
often be a challenging task. Commercial software is available for home use and small
networks, but most large networks build their own firewalls. Commercial firewalls
divide your home or small network computer into sections consisting of the two
major types of firewalls: bastion servers and proxy servers.
This column is the first in a four-part series on computer security. The next
installment will deal with spyware and how you can prevent others from snooping
into you computer.
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